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Intelligent Partnerships brings    

decades of experience helping clients 

in diversity management, strategic 

engagement, and workforce develop-

ment. We encourage our partner    

organizations to prioritize our commu-

nity’s health and safety and remain an 

available resource. Should you have 

any questions or need policy design 

and implementation support, please 

feel free to contact me or our team at 

 (877) 234-9737 or                          

www.ipartnerships.net 

Respectfully, 
 
Daniel Villao 
Chief Executive Officer 
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Cyber Security Best Practices for Small Business 
April 24, 2020 

All working environments have transitioned to some ongoing presence and practice in the 
digital world. This creates vulnerabilities most small business have not planned for and simp-
ly have not prioritized budget wise. This tool is designed to inform leaders on recommended 
best practices and provide resources that are adaptable.  

Errors & Omissions Liability (E&O): Intelligent Partnerships, Inc. makes no guarantee that the statements, analysis, projections, estimates, graphs, reports, numbers, 
and any derivatives sourced from this resource are free of errors and omissions. This information is derived from publicly available sources and is intended to provide 
general information. Users should seek legal and medical expert validation independent of any resources provided here. The information is current as of the published 
date.  Intelligent Partnerships, Inc. assumes no liability for erroneous outcomes derived from this information or its use.  

Sources and Resources 

 

Microsoft is offering 6 months of 
free access to TEAMs.  

 

FCC:  

Cyber Security Planning Guide 

 

CISA:  

Small Business Tip Card 

 

CISA:  

Mobile Security Tip Card 

 

CISA:  

Social Media Tip Card 

 

IBHS:  

Know Your IT Form 

Cyber-Infrastructure Security Administration (CISA) Recommendations: 

• Make sure all of your organization’s computers are equipped with antivirus 
software and antispyware. This software should be updated regularly. 

• Secure your Internet connection by using a firewall, encrypt information, 
and hide your Wi- Fi network. 

• Establish security practices and policies to protect sensitive information. 

• Educate employees about cyber threats and how to protect your organiza-
tion’s data. Hold employees accountable to the Internet security policies 
and procedures. 

• Require employees to use strong passwords and to change them often.  

• Invest in data loss protection software, use encryption technologies to pro-
tect data in transit, and use two-factor authentication where possible.  

• Protect all pages on your public-facing websites, not just the checkout and sign-up 
pages.  

The SBA prioritizes employee training as the first interaction point with external threats. 
Employees should understand expectations and receive training on fundamentals: 

• Company protocols and processes 

• Protecting Client and Vendor information 

• Creating Strong Passwords 

• Avoiding suspicious downloads 

Using strong passwords is an easy way to improve your cyber security: 

• 10 characters or more 

• At least one uppercase letter 

• At least one lowercase letter 

• At least one number 

• At least one special character 

The Department of Homeland Security recommendations: 

Treat business information as person information. Business information typically in-
cludes a mix of personal and proprietary data. Do not share employee Personally Identifi-
able Information (PII) with unknown parties or over unsecured networks. 

Technology has its limits. Take proper security precautions and ensure correct configura-
tion to wireless devices in order to prevent data breaches. 

Be up to date. Keep your software updated to the latest version available. Maintain your 
security settings to keeping your information safe by turning on automatic updates so 
you don’t have to think about it and set your security software to run regular scans. 

Social Media can create exposure. Employees should avoid oversharing on social media 
and should not conduct official business, exchange payment, or share proprietary infor-
mation on social media platforms. 

The SBA provides free webinars on Cyber Security regularly. Check here for what’s next. 

https://www.microsoft.com/en-us/microsoft-365/blog/2020/03/05/our-commitment-to-customers-during-covid-19/
https://www.cisa.gov/sites/default/files/publications/FCC%20Cybersecurity%20Planning%20Guide.pdf
https://www.cisa.gov/sites/default/files/publications/Small%20Business%20Tip%20Card_0.pdf
https://www.cisa.gov/sites/default/files/publications/Mobile%20Security%20Tip%20Card_7.pdf
https://www.cisa.gov/sites/default/files/publications/Social-Media-Cybersecurity-Tip-Sheet-122019-508.pdf
https://disastersafety.org/wp-content/uploads/2019/06/6-Know-Your-Information-Technology-IBHS.pdf
https://www.sba.gov/article/2017/oct/19/cybersecurity-training-more-available-small-businesses

